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The need for the adequate management of information has become increasingly prevalent as 
minimum safety requirements in today’s work place become ever more stringent. This is particularly 
apparent in the Oil and Gas industry, where the additional presence of flammable gases or liquids is 
a continual threat to both plant and personnel. Existing management processes are typically manual 
exercises consuming numerous man hours on-site and in-office. The ability to automate fragments 
of current information management processes presents an exceptional opportunity to increase 
efficiency and productivity, ultimately saving time, money and in some instances increasing safety. 
Clough Ltd, an Australian engineering, procurement, construction and management contractor 
whom primarily focus on the Oil and Gas industry, aim to enhance their project delivery capabilities 
and credibility with the development of the Clough Hazardous Area Tool (CHAT). The CHAT 
application is intended to provide a level of automation to existing hazardous areas management 
processes. It is envisioned to be a semi-automatic user centred application that will assist users in 
various scopes of work by interfacing with existing systems within Clough. This industry thesis is 
primarily concerned with the high-level planning, scheduling and budgeting of the CHAT project, as 
well as the detailed design and development of the hazardous area database.  
The CHAT database has been designed in the format of a three-tier relational database model and 
is intended to utilize a serverless computing platform in an effort to reduce operating costs and 
virtually eliminate the need for server provisions and maintenance. With the use of three data models 
(user interface, semantic and entity-relationship), 32 normalised tables or data instances have been 
created to cover the spectrum of HA data and documentation including but not limited to applicable 
standards and regulations, protection techniques and site equipment. 
Unfortunately, the development of the CHAT project, which was intended to incorporate multiple final 
year computer science thesis students, has been put on hold. Delays are the result of larger than 
expected project costs, which have not been internally approved within Clough.  
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Following a series of meetings and presentations with executive committees from Clough and 
Clough subsidiaries, the Project Team are hopeful approval and funding will be granted in mid-
December 2019. 
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1 Introduction 
Hazardous Areas (HA) within the oil and gas industry are used to define an area where there is a 
potential for an explosive atmosphere to develop. In the circumstances that an explosive atmosphere 
is exposed to an ignition source (typically from electrical and instrumentation installations), a fire or 
explosion may ensue. The consequences of such an event can be catastrophic [1]. Take Piper Alpha 
for example. 
Piper Alpha was an offshore oil production platform that was later modified to include the production 
of gas. Located 193 kilometres north-east of Aberdeen, Scotland, the platform was operated by 
Occidental Petroleum from 1976 until 1988 when disaster struck. Following a sequence of 
unfortunate events, an explosion, and subsequent oil and gas fires engulfed the entire platform. As 
a result, 167 men, including 2 rescue crew workers were killed. A total of 61 men survived the 
incident. It was later found that all survivors had jumped from the platform into the sea below and 
that the safety procedures in place were negligible given the circumstances [2]. 
A public enquiry, led by Lord Cullen, was later undertaken to determine the cause of the disaster, as 
well as future preventative measures to mitigate major accidents. The resulting public inquiry report 
made 106 recommendations incurring new standards within the industry that are still in place today. 
The disaster is the worst offshore oil and gas industry incident to ever occur and is a grave reminder 
of the importance of adequate management of safety and HA in the oil and gas industry [2]. 
With the introduction of additional standards and requirements to increase safety and appoint 
accountability within the industry, came additional information that requires adequate management. 
The classification of HA, as well as the design, selection, installation, inspection and maintenance of 
Electrical Equipment in Hazardous Areas (EEHA) all have accompanying documentation and data 
detailing mandatory minimum requirements among other things. Requirements can vary 
internationally, presenting a problem for projects designed and constructed on a global scale. It is 
important that all personnel involved are aware of the applicable requirements, however poor 
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information management can lead to miscommunications between parties, resulting in the loss of 
HA or EEHA information potentially allowing incorrect decisions to be made. 
1.1 Thesis Statement 
The processes of managing HA, EEHA and the accompanying data involved, create time-
consuming, tedious tasks that can prove laborious for any engineer. Currently, Clough have various 
manual processes for managing the different requirements of HA and associated information and 
documentation.  The Clough Hazardous Area Tool (CHAT) is intended to automate parts of the HA 
information management process, exploiting the opportunity to increase efficiency and reduce 
human error. The CHAT project proposes to do so with the development of a HA information 
database and several Application Programming Interfaces (APIs).  
As part of this industry thesis project, Joseph Buckley will undertake the high-level planning, 
scheduling and budgeting of the CHAT application, as well as the detailed design and development 
of the HA database. Assistance will be provided from Subject Matter Experts (SME) within Clough 
that have years of oil and gas industry experience. 
Following the successful development of the database, it is expected that Joseph Buckley will 
manage and assist individuals in the low-level design and development of the desired APIs for the 
successful completions of the CHAT project. 
1.2 Background Information 
Clough Ltd is an Australian Engineering, Procurement, Construction and Management (EPCM) 
contractor, founded in 1919 in Perth, Western Australia, whom shaped a strong reputation 
constructing schools, residential and commercial properties in the early stages of the company’s 
existence. Since then, Clough have significantly diversified to include EPCM in their services across 
the metals and minerals, oil and gas, and infrastructure markets. Through the acquisition of multiple 
subsidiary companies and the establishment of partnerships, Clough have successfully expanded 
internationally and now operate in Africa, Asia, Australia, Europe and North America (See Figure 1) 
[3]. 
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Today, Clough work side-by-side with many of the world’s largest companies on some of the largest, 
and most challenging resource projects around the globe. However, despite the diversification of 
Clough’s target market, their primary focus remains on the Oil and Gas industry, where they provide 
a full spectrum of services including engineering, procurement, construction and asset support for 
upstream, downstream, onshore and offshore oil and gas and petrochemical facilities [4]. Due to 
this, Clough regularly operate in locations that may have flammable gases or liquids present.  
 
 
In Australia and many other countries, there are varying standards and regulations surrounding HA 
works and related works on both onshore and offshore facilities and projects. As Clough operate on 
such projects and facilities, they are legally obliged to abide by such standards and regulations. 
Accordingly, Clough are responsible for the management of the necessary data and documentation 
associated with HA. Existing processes of managing such data and documentation applicable to this 
project within Clough are as follows: 
 Design is conducted from first principles using process information, relevant applicable codes 
and standards and or regulatory requirements. This includes preparation of documents and 
related Hazardous Area Classification (HAC) drawings; 
Figure 1: Clough Operating Regions [3] 
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 Design associated with HAC is not modelled using 3-D software. It is a manual exercise; 
 Construction and commissioning use system(s) that require manual intervention in creating 
Inspection Test Records (ITRs), sign-offs and follow-up during installation, pre-commissioning 
and commissioning activities; 
 Equipment associated documentation is not systemized and is a manual fishing exercise to 
compile; and 
 Code compliance and competency is not regulated or monitored and is often misunderstood by 
projects. 
1.3 Purpose 
Clough aim to enhance their project delivery capabilities and credibility with the development of 
CHAT. The tool is intended to provide a level of automation to the existing HA management process. 
It is envisioned to be a semi-automatic user centred application that will assist users in the following 
aspects of any scope of work that may reside in HA: 
 Engineering; 
 Design; and 
 Construction / Commissioning. 
1.4 Objectives 
The principle objectives of the overall CHAT Project are to: 
 Successfully complete the Project in accordance with the proposed execution strategy; 
 Successfully complete the Project within the scheduling targets; and 
 Support Clough in achieving their stated Project Deliverables. 
1.4.1 Key Measures of the Objectives 
The key measures to achieve the objectives stated above comprise of: 
 CHAT Project successfully delivered in accordance with the proposed execution strategy;  
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 Completing the Project within the defined schedule or better; and 
 Ensure a positive performance and high satisfaction rating from Clough. 
1.5 Project Deliverables  
The project deliverables to be undertaken by this project are based on each of the high-level features 
that are intended to be embodied within CHAT. Further low-level technical deliverables will be 
implemented once the project is funded and API planning commences.  
A high-level system design in the form of a flowchart can be seen in Appendix 8.1. 
The deliverables listed below represent the proposed first release of the CHAT tool and will pave the 
way for subsequent releases that incorporate additional features and functionality. It is expected, if 
possible, that the tool’s first release shall comprise of the following features: 
1.5.1 Information Database 
The most basic functionality of CHAT is to provide users with a one-stop tool for all HA information. 
A database will be developed to form the basis of the CHAT tool and provide a centralized location 
for collecting, storing, processing, distributing and allowing access to all HA information. It is 
assumed that the database will either store or provide a hyperlink to all existing corporate and project 
specific data, and automatically process new data when entered.  
Additional functionality shall include the compilation of HA information in the form of a report when 
the user specifies a HAC. An example report can be seen in Appendix 8.2.  
The key requirements of the information database are: 
1. Store, display, process and distribute HA data and documentation; and 
2. Produce a HA report specific to user defined HAC. 
1.5.2 Document Control Software Integration  
For the purpose of managing specific plant/project documentation, Clough use a document control 
software package. It is intended for CHAT to integrate with the document control software, so that 
all HA data can be utilized within the CHAT application.  
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The key requirements of the document control software integration are: 
1. Ability to interface with the document control software to: 
 Create HA dossiers; and 
 Extract relevant information and provide a searchable functionality. 
1.5.3 Computer Assisted Drawing Software Integration 
Drafters at Clough utilise a Computer Assisted Drawing (CAD) software package to assist with 
engineering design and drafting. It is intended for CHAT to integrate with the CAD software to 
automatically develop HA models and drawings, EEHA Ex registers and output electrical equipment 
tags.  
The key requirements of the computer assisted drawing software integration are: 
1. Ability of the CAD systems to output electrical equipment tags which are wholly or partially inside 
a HA, including the HA zone and gas classification; 
2. Import HA information to create 3D modelling of HA, rather than only 2D. This can then allow the 
CAD tool to output 3D PDF; and 
3. Automatically create EEHA Ex Register of HA. 
1.5.4 Completions Tracking Tool Software Integration 
A completions tracking tool software package is used within Clough to manage the mechanical and 
practical completion of their projects. During the constructing and commissioning phases of a project 
Clough employees manually complete ITRs, which are registered within the completions tool to 
reflect changes or modifications in the field. It is intended for CHAT to integrate with completions tool 
to automate a portion of this process.  
The key requirements of the completions tracking tool software integration are: 
1. Ability to interface with the completions tool to assign the appropriate HA ITRs to equipment tags; 
2. Pre-fill data into ITRs; and 
3. Assign ITR tasks to competent individuals. 
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2 Literature Review 
The following literature review section introduces the fundamentals of HA and EEHA without going 
into excessive detail. It goes on to discuss existing methods of HA information management, before 
presenting an overview of database technologies.  
2.1 Hazardous Areas 
In order to understand the importance of the management of HA information a sound understanding 
of the fundamentals of HA is required. The following section defines HA before delving into the nature 
of fire and explosion, HAC, EEHA and the associated standards in place to ensure mandatory 
compliance is met. 
2.1.1 Hazardous Areas Definition 
HA are typically identified to enable the safe use of electrical equipment within a designated area. 
For purposes related to the oil and gas industry, HA assumes the following definition taken from the 
Australian/New Zealand Explosive Atmospheres Standard, AS/NZS60079.0: “Area[s] in which an 
explosive atmosphere is present, or may be expected to be present, in quantities such as to require 
special precautions for the construction, installation and use of electrical apparatus.” [5] 
As a result, areas that may occupy other risks such as moving equipment, chemicals, electrocution 
hazards, etc. are not classified as a HA. 
2.1.2 Nature of Fire and Explosion 
A fire or explosion is the result of a chemical reaction known as combustion. Combustion can only 
occur when the following three conditions are present: flammable material, oxygen, ignition source 
[1]. This is illustrated in Figure 2. If any of the three conditions are removed, combustion is unable to 
occur. 
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Figure 2: Fire Triangle [6] 
2.1.2.1 Oxygen & Flammable Materials 
Typically, the oxygen required for a fire or explosion to occur is provided by the surrounding air [1]. 
For combustion to occur, the correct ratio between the oxygen and flammable material must exist. If 
the mixture is either too rich or too lean, it will not ignite. These constraints are known as the Lower 
Explosive Limit (LEL) and Upper Explosive Limit (UEL) [1]. 
The LEL and UEL can vary drastically depending on the flammable compound present. The energy 
required to ignite a mixture also varies dependant on the ratio of the mixture, as can be seen in 
Figure 3. Various explosion protections techniques involve the removal or dilution of the flammable 
material, so that the LEL is not reached [1]. 
A flammable material or compound can be any of the following: [1] 
 Flammable liquids; 
 Combustible liquids; 
 Flammable gases; and  
 Combustible dusts.  
Due to the irrelevance of combustible dusts within the oil and gas industry, the remainder of the 
review will focus primarily on HA in relation to explosive gas atmospheres only.  
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Figure 3: Various Flammable Material Ignition Characteristics [7] 
2.1.2.2 Source of Ignition 
As mentioned above, one of the three conditions required for combustion to occur is a source of 
ignition. An ignition source can be provided by two primary methods. The first method is by either an 
arc or spark with sufficient energy to ignite the explosive atmosphere. The second method is from 
equipment surface temperatures providing enough energy for the auto-ignition of the explosive 
atmosphere [1]. A majority of the explosion-protection techniques used for the safe operation of 
EEHA involve mitigating the likelihood of a source of ignition becoming present [1]. 
2.1.3 Classifying Hazardous Areas 
HAC is a requirement of the AS/NZS3000 and is vital in selecting the correct EEHA suitable for 
installation [8]. The intention of classification is to identify where explosive atmospheres may be 
present during the normal operation of the facility. The standards do not apply to mines susceptible 
to fire damp, catastrophic equipment failure, or domestic properties [1]. 
In Australia the International Electrotechnical Commission (IEC) system is used for classification 
[9].The IEC classification system clearly indicates the type of hazardous compound present, the 
probability of the compound being present, and the compound’s auto-ignition temperature in the 
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following format: HA Zone rating, Gas group, Temperature class [10]. The basics of IEC HAC system 
will be further discussed within this section. 
2.1.3.1 Hazardous Area Zones 
The IEC system uses HA zones to indicate the probability that an area contains an explosive 
atmosphere.  The zone is based on both, the frequency and duration that an explosive atmosphere 
is present [1]. There are two separate groupings for explosive gas atmospheres and explosive dust 
atmospheres. Groupings for explosive gas atmospheres can be seen in Table 1 below. 
Table 1 Gas Hazardous Area Zones [1] [10] 
Gas Hazardous Area Zones 
Zone 0 
 
Areas where ignitable concentrations of flammable gases or vapours are 
either present continuously or present for extended periods of time. 
(Greater than 1000 hours per annum) 
Zone 1 Areas where ignitable concentrations of flammable gases or vapours are 
either likely to exist under normal operating conditions or may exist 
frequently because of repair, maintenance operations, or leakage. 
(Between 10 and 1000 hours per annum) 
Zone 2 Areas where ignitable concentrations of flammable gases or vapours are 
either not likely to occur during normal operation or occur for a limited 
time only or become hazardous in the event of an accident or some 
unusual operating condition. 
(Less than 10 hours per annum) 
Areas where ignitable concentrations of flammable gases, vapours or dust clouds are not expected 
to occur are deemed to be non-hazardous and are therefore classified accordingly. 
2.1.3.2 Hazardous Area Gas Groups 
The IEC classification system differentiates between flammable materials present within zones 
based on their explosion characteristics. Group II refers to flammable gases and liquids [11]. Table 
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Table 2: Gas Compound Groupings [12] 
Gas Group Gas Compounds Severity 
IIA Methane, Kerosene, Hexane, Toluene, Petrol Least 
IIB Hydrogen Sulphide, Ethylene, Methyl Acrylate - 
IIC Hydrogen, Acetylene, Carbon Disulphide Most 
For further gas group allocation, see the Explosive Atmospheres Material Characteristics for Gas 
and Vapour Classification, AS/NZS60079.20.1 [12]. 
2.1.3.3 Hazardous Area Temperature Classes 
The final classification term is based on auto-ignition temperature of the gas present in that particular 
zone. Temperature classes are used to ensure that the surface temperatures of any EEHA within 
the zone do not exceed the auto-ignition temperature of any gases present [13]. Table 3 below shows 
the different temperature classes and their associated temperature ranges. 
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2.1.4 Electrical Equipment in Hazardous Areas 
The use of EEHA is essential for the ongoing safety of personnel and plant. There are a range of 
applicable explosion protection techniques that can be applied to EEHA to ensure safety 
requirements are upheld. To determine a suitable protection technique, the HAC of the intended 
installation area must first be known. The equipment can then be designed and installed using an 
appropriate explosion protection technique.   
Explosion protection techniques rely on at least one of following five methods to ensure protection: 
[1] 
 Avoidance of ignition source: ensuring a source of ignition is not created; 
 Dilution: dilution of explosive atmosphere to below LEL; 
 Energy Limitation: limiting energy, so sparks don’t have sufficient energy for ignition; 
 Exclusion: prevent explosive atmosphere from contacting ignition source); and 
 Explosion Containment: containing explosion internally, so surrounding atmosphere is not 
ignited. 
A recent addition to EEHA classification is the allocation of an Equipment Protection Level (EPL). 
An EPL is simply assigned to a piece of equipment based on the likelihood that the equipment will 
become an ignition source. EPLs have a direct connection to the HA zone of intended use [11]. See 
Table 4 below for EPL ratings. 
Table 4: Equipment Protection Level Rating [11] 
Intended Zone EPL Rating Level of Protection Required 
1 Ga / 1G Very High 
2 Gb / 2G High 
3 Gc / 3G Enhanced 
 
The following sections provide a brief overview of various common protection techniques used within 
the Oil and Gas industry. For a complete list of all protection techniques and their associated EPLs, 
see Appendix 8.3. 
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2.1.4.1 Flameproof Enclosures (Ex d) 
A flameproof enclosure is an enclosure that contains any explosion that occurs internally. It is 
expected that the enclosure can withstand pressures developed during an internal explosion and is 
able to prevent the transmission of the explosion to any external explosive atmosphere that may 
exist [14]. 
A fundamental principle of Ex d enclosures is the use of flamepaths or flameproof joints. Flamepaths 
are defined gaps and lengths that are machined into all the joints of the enclosure, allowing for the 
controlled venting of any internal pressures and gases produced during an internal explosion. The 
precise machining and maintenance of the gaps are crucial in ensuring that escaping gases are 
cooled sufficiently by the time they reach the external atmosphere, ensuring a potential ignition 
source is not created [13]. 
Flameproof enclosures are only applicable in Zone 1 or Zone 2 HA [1]. 
2.1.4.2 Increased Safety (Ex e) 
Increased Safety, as the name would suggest, incorporates increased safety measures into the 
design and installation of the electrical equipment. The intention of increased safety is to provide 
further security against the likelihood of excessive temperatures and electrical arcs or sparks. Typical 
increased safety measures include limiting clearance distances (shortest distance in air between two 
conductive parts) and creepage distances (shortest distance along the surface of electrical insulating 
materials between two conductive parts) and a minimum ingress protection rating. Further measures 
may include specific requirements or limitations on internal wiring and connections, windings, 
maximum temperature of conductors and use of specific batteries [15]. 
Increased safety equipment is only applicable in Zone 1 or Zone 2 HA [1]. 
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2.1.4.3 Pressurised Enclosures (Ex p) 
Pressurised enclosures are internally pressurised above the external atmosphere. The slight 
overpressure within the enclosure prevents the potentially explosive external atmosphere from 
entering. This removes the explosive atmosphere, deeming the enclosure as a non-hazardous area 
[16]. 
Pressurised enclosures are only applicable in Zone 1 or Zone 2 HA [1]. 
2.1.4.4 Non-sparking Equipment (Ex n) 
Non-sparking equipment has been developed so that it is not able to produce an ignition source 
during normal operation. Although similar to increased safety, Ex n equipment is intended to be a 
low-cost alternative. The purpose of non-sparking equipment is to produce electrical equipment for 
use within Zone 2 without significantly modifying the equipment [17]. 
Non-sparking equipment is only applicable in Zone 2 HA [1]. 
2.1.4.5 Intrinsically Safe Equipment (Ex i) 
Intrinsically safe equipment is designed to limit the energy, both electrical and thermal, of a circuit. 
The entire circuit is deemed intrinsically safe, and if an arc or spark were to occur during normal 
operation it would not have sufficient energy to become an ignition source [18]. 
Intrinsically safe equipment is applicable in all HA zones [1]. 
2.1.4.6 Special Protection Equipment (Ex s) 
Special protection equipment is equipment that has been designed in a way that does not necessarily 
meet the other explosion protection techniques, however has demonstrated to provide a sufficient 
level of protection for its designated HA. The technique can also be used to allow for certified 
equipment to be used in a HA it would not typically be deemed suitable for. Special protection 
equipment can only be used where other EEHA cannot be utilised [19]. 
Special protection equipment is applicable in all HA zones [1]. 
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2.1.5 Compliance  
Globally, there are numerous, differing standards in place detailing the minimum requirements for 
HA and related works on onshore and offshore projects. Within Australia, standards themselves are 
not legal entities, however, they are mandatory as they are called upon in legislation [11]. Take 
AS/NZS3000 for example, known as the Australian/New Zealand wiring rules, this standard refers 
to multiple other standards including AS/NZS2381 (selection and installation of EEHA). The 
AS/NZS3000 is then referred to in a number of Acts of Parliament such as the Electricity Act, 
Occupational Health and Safety Act and the WA Mines Safety and Inspection Act. Therefore, the 
AS/NZS300 is mandatory, as is AS/NZS2381 [1]. 
To ensure that EEHA meets the designated standards, equipment must first be certified. Certification 
warrants that the selected EEHA is suitable for the classified HA and outlines any additional 
conditions of use that must be abided by [1]. AUSEx and ANZEx are the two schemes used within 
Australia, and certify that electrical equipment meets the Australian New Zealand Standards [1].As 
with standards, there are numerous certification schemes used worldwide such as ATEX, European 
Certification Scheme or NEC, North American Certification Scheme. This creates an issue for larger 
projects which are designed, procured and built at varying locations around the world, as Australia 
does not support such schemes. To help overcome this issue the IECEx has been developed, which 
aims to remove the associated problems with the lack of international acceptance. Australia fully 
supports the IECEx scheme, however despite this, EEHA acceptance still remains a problem on 
larger scale projects [1]. 
Accordingly, it is important for engineers to know the standards applicable to each project and 
furthermore, be aware of any equivalent standards if dealing with clients globally. Unfortunately, 
finding the necessary information to determine applicable standards can often prove difficult. The 
proposed CHAT project intends to provide users with all applicable standards, equivalent 
international standards, acts and regulations, conformity requirements and responsibilities 
associated to a defined HA zone classification, thus eliminating any confusion. 
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2.2 Existing Management of Hazardous Areas Information 
HA information is created, altered and utilized throughout all phases of a project, from early 
engineering design through to commissioning, and operations and maintenance. Information may 
include, but is not limited to: general HA information, EEHA metadata, HA drawings, EEHA 
certifications, ITRs, and applicable HA standards and techniques. Much of the information is required 
to be compiled into a verification dossier for auditing and compliance purposes. 
Aside from compliance purposes, HA information is vital for operations, maintenance and 
brownfields installation purposes. Over the life cycle of a project, HA zones may change due to new 
equipment installations, site HA zone review or even an update in HAC standards. The installation 
of an instrument that is not suitable for a given HA zone could result in disastrous consequences. 
HA information must therefore be up to date and easily accessible to all parties involved with a 
project or facility.  
Typically, the management of HA information is done manually within a company, for example, 
drawings are manually drafted, and equipment metadata is manually entered and updated. The 
process of managing HA information is exceptionally time consuming and tedious, which can lead 
to human errors.  
Automating parts of the production and management of HA information during any phase of a project 
provides an exceptional opportunity to increase efficiency and reduce errors, ultimately saving time, 
money and increasing safety. The CHAT project intends to take full advantage of this opportunity by 
storing metadata and documentation hyperlinks of HA zones and EEHA instruments within a 
database. Integration with existing software packages used will allow for the streamlined process of 
creating and managing HA information. 
Sections 2.2.1 and 2.2.2 describe the processes surrounding the production and management of 
two important forms of HA information, and how the CHAT project can improve explained processes. 
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2.2.1 Verification Dossiers 
A verification dossier, also known as a HA dossier, is a document that contains all equipment and 
site-specific HA information. The purpose of the document is to ensure that all HA installations 
comply with the relevant standards and that the correct procedures have been adhered too when 
dealing with HA throughout all phases of a project [1]. HA dossiers are very large documents 
containing substantial amounts of information that are time consuming to create and maintain. The 
dossier is a legally required document and must be kept on the premises, either as a hard copy or 
in an electric form at all times [20]. 
The compilation of HA dossiers is usually done manually within a company by an individual or 
individuals who compile a list of all required documents. A reference to each document is noted and 
is typically made accessible via a hyperlink. The intention of the CHAT project is to automate this 
process. The tool will simply store, list and reference all documents as required. 
2.2.2 Inspection Test Records 
One of the more time-consuming tasks during the construction and commissioning phases of a 
project is the inspection of EEHA. Inspection of EEHA is mandatory as stated in AS/NZS60079.17 
[21]. An inspection requires a qualified inspector to gather all the necessary documentation 
associated to an individual HA instrument, locate the instrument in the field, complete the ITR sheet, 
before uploading all the necessary information and raising any concerns.  
Finding the required documentation to complete an ITR could take up to a couple of hours, 
depending on the instruments explosion protection technique and how accessible the clients 
documentation is. Locating the instrument often proves difficult itself, particularly on offshore oil rigs 
or floating production, storage and offloading ships where instruments are condensed due to the lack 
of room. Finally uploading the ITR and raising any concerns after inspection may take up to an hour, 
as this again, is done manually. Ignoring the actual inspection process itself, it can take an inspector 
anywhere between 1 to 4 hours just to prepare and finalise the inspection of a single HA instrument.  
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Inspections are often repeated 2-3 times for each HA instrument during the construction and 
commissioning phases of a project. For larger megaprojects, there may be as many as 50,000 HA 
instruments. Assuming each instrument requires 2 inspections, taking an average of 2 hours to 
complete, the required manhours equates to 200,000 hours. 
Existing programs used for commissioning purposes, raise a flag when an inspection is due and can 
store the completed ITR on its database, essentially acting as a scheduling and completions tracking 
tool. However, the process of preparing and inspecting an instrument is manually undertaken by the 
inspector [22]. 
One of the key features within the proposed CHAT tool is to semi-automate this process. It is 
intended for the application to integrate with a completions tool software, raising a notification when 
an inspection is required. A workpack can automatically be compiled to include all the necessary 
documentation within minutes on a portable tablet. The ITR can be undertaken on the tablet, as 
opposed to paper copy. This allows for the metadata of the instrument to be utilized and required 
ITR fields can be pre-filled. Finally, the ITR can be easily uploaded back into the completions tool 
software with any additional comments or concerns noted. Assuming the process of ITR preparation 
and finalisation takes around 12 minutes with the CHAT software, the total man hours required for 
50,000 inspections becomes a mere 20,000 hours. A total saving of 90%.  
2.3 Databases 
A database can be interpreted as a ‘container’ for holding related information. They allow for the 
storage, creation, altercation and deletion of data in one way or another [23]. Typically, a database 
will: represent an aspect of the real world, contain logically coherent data that holds an inherent 
meaning, and have a specific purpose [24]. The purpose of a database is generally to optimize the 
management of data. This is facilitated with the use of a database management system (DBMS). 
The way in which a DBMS operates is reliant upon how the data is stored, the relationships between 
the data stored and the database architecture.   
The following sections will introduce high-level database architectures, DBMSs, and common types 
of databases. 
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2.3.1 Database Architectures 
Database architecture dictates the layout of the database system, any interfacing applications and 
the client/user interface. The architecture can be either single or multiple tier designs. Single tier 
designs provide simplicity, however lack flexibility. Multiple tier designs are extremely modifiable, 
however can become increasingly complex [25]. More detail into database architectures is provided 
below. 
2.3.1.1 1-Tier Architecture 
One-tier architecture involves having all components of the database on a single application or 
server platform. The database interface, middleware and data itself is all kept in a single place. One-
tier architecture represents the simplest of database system designs. See Figure 4 below for a visual 
representation of one-tier architecture [26]. 
 
Figure 4: One-Tier Architecture [27] 
2.3.1.2 2-Tier Architecture 
Two-tier architecture introduces separate client or user side applications into the database system 
design. The data and DBMS are located on a separate server to that of the client interface 
application, as shown in Figure 5 below. Direct communication between the two layers exist to 
access the database and add, retrieve or manipulate data [26]. 
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Figure 5: Two-Tier Database Architecture Model [27] 
2.3.1.3 3-Tier Architecture 
Three-tier architecture is the most commonly used architecture for databases. Expanding on the 
two-tier architecture, three-tier incorporates an additional application tier between the existing 
client/user interface tier and the data/DBMS tier. The application tier represents the intermediate 
programs or applications that access the database and utilize the data stored [26]. See Figure 6 
below for a visual representation of three-tier architecture. 
 
Figure 6: Three-Tier Database Architecture Model [27] 
2.3.2 Database Management Systems 
In order to utilize a database efficiently, a Database Management System (DBMS) is typically 
implemented. A DBMS is the software that manages a database. It facilitates the processes of 
defining, constructing, manipulating, and sharing data between other users and applications. A 
DBMS also protects and maintains the database. Although it is possible to have a database without 
a DBMS, it becomes essential for databases containing large amounts of data [24]. 
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2.3.3 Database Types 
Dependent on the data stored within the database and the relationship between stored data, a 
specific database type may be more applicable. It is important to select the correct database for the 
desired application as it allows for increased ease of use and database navigation. Equally, the 
wrong database type selection can result in an inefficient database and lead to problems in the future 
[23]. The following provides a brief overview of the common database types used and the 
relationships between the data stored within them. 
2.3.3.1 Hierarchical Database 
As the name would indicate, hierarchical databases are used to stored data that have a hierarchical 
tree-like structure. The primary focus of data within a hierarchical database is to form a hierarchy 
[28]. For example, a company’s CEO may be used as a ‘parent’ record, whilst department Vice 
Presidents would be listed as secondary records beneath the ‘parent’. Each department may then 
list individual employees within them. See Figure 7 below for a visual model of the hierarchical 
database example used above. 
Figure 7: Example Hierachical Database Model [29] 
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2.3.3.2 Object-orientated Database 
Object-orientated databases store data in the form of ‘objects’. Each ‘object’ within a database is 
occupied with specific properties that are applicable to the ‘object’ only. An ‘object’ may represent a 
product that is comprised of several individual components [30]. 
2.3.3.3 Network Database 
A network database allows for each data entry to have multiple links to other data entries. Unlike 
hierarchical databases, the data within a network database is able to have multiple ‘parent’ and ‘child’ 
records. The model of a network database forms a web like structure. See Figure 8 below for an 
example model of a network database [31]. 
 
Figure 8: Example Network Database Model [32] 
2.3.3.4 Relational Database 
Relational databases are the most common type of database used within data-processing 
applications today [33].Relational databases are composed of multiple tables or data sets, with each 
table or data set holding some sort of relationship to one another. Each table is made up of multiple 
columns, representing categories or attributes, and rows, representing a unique data instance [34]. 
Each row within a table typically has a primary key, which acts as a unique indicator for locating that 
row or record of information [23]. 
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3 Database Design 
With the intention to store all data and documentation that is associated with a specific HA or piece 
of equipment, a database that has the ability to store various data types with multiple links to one 
another is required. Therefore, the CHAT database will use a relational database model format, as 
they are extremely flexible in the way they allow multiple tables representing various data instances 
link together. They also provide a basic level of data integrity with the use of simple data constraints 
that can be assigned to individual data fields. For example, if a field must have a value entered, it 
can be assigned a not null constraint, which would require the user to enter a value [23]. 
The database will have a three-tier architecture given its need for interfacing with other programs. 
The client tier is simply comprised of the Clough computers and tablets that end users will use to 
interact with the application. The application tier represents the document control, CAD and 
completions tracking programs that will interact with the CHAT database. Lastly, the database tier is 
the database server that will be provisioned and managed by Amazon Web Services (AWS). More 
information regarding AWS and serverless computing is provided in Section 3.4. 
To successfully design a database or any software application, it’s important to understand the users’ 
needs and requirements before any planning or design takes place. Creating data models can help 
significantly in understanding and relaying the users’ needs and requirements to designers and 
developers and can also provide an easy means of verifying the project is on track [23]. There are 
numerous types of data models that can be used, however for this project three models have been 
created that progressively grow closer towards the final database design. Each model is introduced 
and described in detail in the following sections. 
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3.1 User Interface Model 
A user interface model is used to provide a proposed final point of view of the application. Although 
far from a high-level design, it can provide the framework and starting point for further design to take 
place. Figure 9 below shows the proposed main window for the CHAT information database [23]. 
As can be seen, the client’s key requirements for the database deliverable are already implemented 
within the user interface model. The left side of the interface shows two drop down menus for the 
user to select from: Project and Area. Once defined, the remaining right side of the interface displays 
all HA information associated with the selected Area and Project as requested by key requirement 
1. The second key requirement of producing a HA report has also been implemented with the 
appearance of the ‘Generate Report’ button. The proposed generated reports have already been 
developed and can be seen in Appendix 8.2 
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Figure 9: Proposed CHAT Database Main Window 
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3.2 Semantic Model  
The semantic model is the next step up from the user-interface model that provides a representation 
of the proposed application at a lower level design. For the purposes of database design, the 
semantic model represents attributes that are used to identify a particular object or entity [23]. Each 
of the following entities were intended to be represented as a ‘semantic object’ that would be 
encompassed within the CHAT database:
 Applicable Acts and Regulations 
 Applicable Gland Types 
 Applicable Standards 
 Applicable Wiring Types 
 Certification Bodies 
 Equipment  
 Flammable Compounds 
 HAC Equivalents 
 HA Gas Group 
 HA Temperature Class  
 HA Zone Type 
 Installation Requirements 
 Protection Invalidations 
 Protection Techniques
Once the 14 ‘semantic objects’ above were compiled into each of their own tables with the associated 
attributes, they were normalized to make the overall database more flexible and robust. As a result 
of normalization, additional tables have been made. 
Normalization is the systematic process of organizing data to put it into a standard or normal form 
that eliminates problems such as duplicate data, redundant data, incorrect data association and data 
dependencies. There are a number of levels when normalizing data, each with their own set of rules 
[23]. The first three levels have been applied to the 14 tables mentioned above, and therefore an 
additional 18 tables have been created. Rules applied for normalization are as follows: [23] 
1. Each column must have a unique name; 
2. The order of the rows and columns doesn’t matter; 
3. Each column must have a single data type; 
4. No two rows can contain identical values; 
5. Each column must contain a single value; 
6. Columns cannot contain repeating groups; 
7. All of the non-key fields depend on all of the key fields; and 
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8. No non-key field can depend on another non-key field. 
The 32 tables intended to be included in the relational database are shown in alphabetical order 
below. Only a few example rows are shown for each table. Table 5 provides users with information 
regarding the allowable barrier glands that can be used for Ex d Explosion proof enclosure 
dependant on the 4 attributes on the right of the table. If an Ex d enclosure is not fitted with an 
appropriate gland it may not be able to contain an internal explosion. Table 6 lists the various 
certification bodies that exist for the certification of equipment. Table 7 shows the relevant flammable 
compounds based on gas group and temperature. Table 8 simply consists of all the countries around 
the world that are further categorized by their regions. Table 9 lists universal HA documentation such 
as calculations, checklists and standards etc. Table 10 shows the various document classes that 
may be assigned to a document. The document class indicates the type of document. Tables 11, 
12, 13 and 14 all illustrate the applicable attributes that are assigned to equipment in the CHAT 
database. Table 15 shows applicable equipment standards for each explosion protection technique. 
Table 16 lists the various equipment categories or types that electrical equipment falls into. Table 17 
shows the 3 gas groups used for HA classification and the minimum distance of separation that 
installed equipment in these zones must have. Table 18 shows general notes that may be used 
regarding certificates of conformity, certificate of conformity requirements, entering a HA, personnel 
competency, etc. Table 19 lists the permitted gland types dependent on zone type, and whether a 
barrier gland type is required or not. Table 20 lists the HA that are on a given facility or project with 
their associated HAC attributes. Table 21 shows the various levels of Ingress Protection (IP) ratings 
available for electrical equipment. For all IP ratings and their meanings see Figure 11 in Appendix 
8.4. Table 22 lists the installation standards applicable to an associated protection technique. Table 
23 list the various manufacturers that produce electrical equipment and instrumentation. Table 24 
shows the various projects that Clough are involved with. Table 25 displays the various protection 
invalidations that are applicable to each protection technique. Tables 26 shows further explosion 
protection technique sub-groups used to further categorise protection techniques. Table 27 shows 
the various protection techniques that are applied to EEHA within the oil and gas industry. Table 28 
displays how Clough intend to group or categorise countries. Table 29 shows the varying regulations 
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that are applicable to the oil and gas industry. Table 30 displays the various regulatory departments 
that are applicable to the oil and gas industry. Table 31 shows the various regions that different 
regulations may apply within Australia. Table 32 lists the numerous standards organisations that are 
applicable within the oil and gas industry. Table 33 lists the various temperature class groupings 
applicable for HAC. Table 34 shows the various temperature class equivalents that are used 
throughout different countries. Table 35 lists the various permitted types of wiring systems and 
conduit seal requirements within the oil and gas industry. Table 36 shows the 3 EPLs that are 
associated with HA and EEHA. Table 37 displays various HA zone equivalents from differing 
countries around the world. Table 38 displays the 3 zone types that are applicable to HA within 
Australia. Table 39 links the permitted types of wiring systems for each of the HA zones within 
Australia. 












1 Cannot use Ex d in Zone 0 ☐ ☒ 1 1 
2 Barrier type Ex d gland required ☒ ☒ 2 1 
3 
Barrier type Ex d gland is not 
required, non-barrier type Ex d is 
permitted   
☐ ☒ 3 2 






1 SIMTARS 6 
2 SGS BASEEFA 4 
3 DEKRA EXAM 7 
4 ATEX 10 
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Temp Note Gas Note 
1 Acetic Acid 510 1 1 - - 
2 Butane 372 1 2 - - 
3 Hydrogen 560 3 1 - - 
4 Ethyl Nitrate 95 1 7 - - 






1 Australia 1 
2 United States 3 
3 United Kingdom 3 
4 Spain 3 
Table 9: Example Data Instance of Documents 
ID 
Document 
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3 Hazardous Area Drawings 
4 Clough Standards 
 















1 7 Test Equipment 1 1 2 5  













 7 7846D41 2 12 123FD54DC 10/02/2016  
















 10/05/17 40516671 1 - 2 456879 231414  













 7 - 4 - ☒ - 








1 60079.11 1 1 
2 60079.18 5 2 
3 60079.5 8 2 
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2 Pressure Transmitter 
3 Junction Box 
Table 17: Example Data Instance of Gas Groups [1] 
ID 
GasGroup 
Description Object Separation (mm) 
1 IIA 10 
2 IIB 30 
3 IIC 40 









Additional cable entries of modification to existing entries 




CoCs issued under the AUS Ex scheme will have an 
expiry date of 10 years after issue. This relates only to 
the initial purchase and installation of the equipment. 
1 1 
3 
CoCs issued under the ANZ Ex scheme or the IEC Ex 
scheme do not have an expiry date. 
1 1 






1 Ex e ☐ 1 
2 Ex n ☐ 1 
3 Ex i ☒ 1 
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2 1 3 4 
2 HP Flare Tip 1 3 6 8 









1 0 No Protection 0 No Protection 
2 4 ≥ 1mm diameter 2 
Dripping water (rain 3 
mm/min), 15° from vertical
3 6 Dust tight 5 
Small water jets, 6.3mm 
nozzle, 12.5 L/min 








1 60079.14 1 1 
2 60079.17 2 1 
3 60079.25 1 1 




1 Emerson Rosemount 
2 Pepperl+Fuchs 
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1 South Flank Non-Process Infrastructure BHP 1 1 
2 Gorgon Downstream EPCM Chevron 2 1 
3 Bayu-Undan Operations and Maintenance Conoco Phillips 5 1 






1 1 Incorrect barriers used. 
2 2 Scratches on flamepaths. 
3 4 
Additional terminals resulting in permissible 
heat loss being exceeded. 








1 ia - 1 1 
2 Ib - 1 2 
3 ic - 1 3 
4 ma - 5 1 
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Table 27: Example Data Instance of Protection Techniques 
ID 
ProtectionTechnique 
Description Comment IP Rating Typical Equipment 




Process Instrumentation, Sensors, 
Portable Radios, Personal Pagers, 
Handlamps and Telephones. 




Motors, Motor Starters, Luminaires, 
Floodlights, Electrical Switchgear, 
Isolators, Junction Boxes, 
Distribution Boards, Push Buttons 
and Process Instruments. 
3 Ex e 
Increased 
Safety 




Induction Motors, Motor 
Terminations, Luminaires, Push 
Buttons, Cells, Batteries, 
Terminals, Welding Receptacles, 
Junction Boxes and Process 
Instrumentation.  
 












1 Electricity Safety Act 1971 24 
2 




Petroleum and Gas (Production and 
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1 Department of industry and Resources 1 
2 
Department of Employment and Consumer 
Protection – Resources Safety Division 
1 
3 Workcover Authority 5 






1 WA 1 
2 QLD 1 
3 NT 1  






1 AS/NZS 1 
2 IEC 1 
3 AS 1 
Table 33: Example Data Instance of Temperature Classes 
ID 
TempClass 
Description Temperature (C°) 
1 T1 450 
2 T2 300 
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Table 34: Example Data Instance of Temperature Equivalents 
ID 
TempEquivalent 





1 T1 450 1 3 
2 T2 300 2 3 
3 T2A 280 2 3 
4 T2B 260 2 3 





Cables in metallic conduit and fittings complying with AS/NZS 2053.1 and 
AS/NZS2053.7 and the appropriate protection technique for the area in which they 
are to be installed. 
2 Thermoplastic, thermosetting or elastomeric sheathed unarmoured. 
3 Intrinsically safe system in accordance with AS/NZS 60079.11 






1 Ga / 1G Very High 1 
2 Gb / 2G High 2 
3 Gc / 3G Enhanced 3 








1 Division 1  1 3 
2 Division 1 2 3 
3 Division 2  3 3 
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1 Zone 0  0 
2 Zone 1 1 
3 Zone 2 2 








1 1 1 -  ☐ 
2 1 3 Note 1 ☒ 
3 1 4 - ☒ 
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Figure 10: CHAT Entity-Relationship model 
3.3 Entity-Relationship Model  
The entity-relationship model demonstrates each of the relationships or links that the tables have 
with one another. Although similar to the semantic model, an entity-relationship model emphasises 
more on the actual relationships between tables as opposed to the table attributes. See Figure 10 
below to view the CHAT database entity-relationship model.  
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3.4 Serverless Computing & Amazon Web Services 
The CHAT database will be set up and operated on AWS cloud services platform. The AWS cloud 
services platform falls under the serverless computing model, where developers are able to design, 
develop and deploy applications, without the need to provision or manage a server. Although the 
server still exists, the cloud provider manages them as required, hence the term serverless [35]. 
Similarly, Functions as a Service (FaaS), a form of serverless computing, provides developers a 
platform where they are able to develop, run and manage their application functionalities without the 
pain of managing or maintaining the server behind the scenes [36]. 
AWS offers a range of infrastructure services including, but not limited to databases, storage options 
and computing power. The variety of services are designed to work together giving customers the 
necessary building blocks to develop sophisticated, scalable applications with no upfront costs or 
ongoing commitments. Using AWS cloud services gives users over the internet, on-demand access 
to highly durable storage, low-cost compute, high performance databases that can be either 
relational or non-relational. With multiple data centres spanning 19 geographic regions globally, AWS 
cloud services platform provides high availability and redundancy [37]. 
Due to the aforementioned benefits of serverless computing and AWS cloud services the CHAT 
database and associated APIs will be developed using the following two AWS products: AWS 
Relational Database Services (RDS) and AWS Lambda. Both services are discussed in further detail 
below. 
3.4.1 Amazon Web Services Relational Database Services 
AWS RDS, as the name would suggest, is a distributed relational database service that runs on the 
same infrastructure used by other AWS products and is the platform that the CHAT database will 
operate on. The database service acts as a server, where the user can scale the CPU, memory 
storage and input/output operations resources as required for the database built. This allows for a 
fast, cost-efficient and resizable database that meets the user’s needs. RDS also simplifies database 
management by automating time consuming administration tasks such as automatic fail over, back 
up and point in time restore, disaster recovery, access management, encryption, secure networking, 
Clough Hazardous Area Tool  
 40 of 65 
 
monitoring, performance optimisation and repair. Overall, the service makes it easy to set up and 
operate a relational database on the cloud [38]. 
3.4.2 Amazon Web Services Lambda 
AWS Lambda is computing service that runs a user’s backend code in response to events without 
the hassle of administration of infrastructure tasks such as provisioning, or scaling servers, managing 
operating systems updates and applying security patches. This service will be utilized during the 
operation of the CHAT tool to query the database.  The event-driven architecture of Lambda 
responds to almost any action including, but not limited to image uploads, in-app activities, website 
clicks or sensor outputs. Once the code has been uploaded as a “Lambda Function”, Lambda 
handles all the capacities, scaling, patching and administration of infrastructure required to run the 
code. Lambda is also able to provide performance feedback by publishing real-time metric and logs. 
The FaaS AWS product simplifies building smaller, on-demand applications that are responsive to 
events and new information [35]. 
3.4.3 Amazon Web Services Costs  
One of the key benefits associated with using AWS serverless computing products is that there is 
no up-front costs or investments required and no on-going commitments or long-term contracts. 
AWS has a pay as you go model for their services, allowing users to easily adapt to potentially 
changing business needs without committing to expenses that may not be required [39]. 
For AWS RDS, users are charged a monthly fee for each database instance that is launched, 
dependant on its size, until its deletion. RDS can be used on-demand or be reserved to save on fees 
[40]. 
AWS Lambda fees work slightly differently due to the service offered, however the product is still pay 
as you go. Lambda fees are dependent on the number of requests for your functions and for the 
duration that your function executes for, in increments of 100ms [41]. 
It has been estimated using the AWS Simple Monthly Calculator that the CHAT application will cost 
any between $20-50 a month one it is fully operating [42]. This estimate is subject to change, 
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dependent on the future growth of the application as database instances may increase in size and 
Lambda requests may increase in frequency and execution time. 
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4  CHAT Development 
Individuals involved with the development and implementation of the CHAT project will include 
current employees from several disciplines within Clough to form an Advisory Team and additional 
thesis students from the University of Western Australia. It is expected that once this thesis and 
therefore CHAT database is complete, final year thesis students will be contacted to carry out the 
manhours necessary to complete the grunt work of the application, including the design and 
development of the necessary APIs. The Advisory Team will be composed of SMEs with years of 
industry experience and will provide the necessary specialist views and development reviewal from 
the following disciplines: 
 Electrical & Instrumentation; 
 Process; 
 Information Technology; 
 Document Control; 
 Projects Control;  
 Drafting; and 
 Contracts. 
The intention is to follow the below proposed execution strategy to carry out the planning, design, 
development, testing and release of the CHAT application. 
4.1 Proposed Execution Strategy 
The following execution strategy is a high-level plan to ensure project objectives and deliverables 
are met. The strategy has been separated into 4 necessary phases: Research & Planning, Design 
& Development, Testing & Review, and Project Close-out. To help facilitate and monitor project 
progress, fortnightly Project Team meetings and Advisory Team meetings will be set-up.  
  
Clough Hazardous Area Tool  
 43 of 65 
 
4.1.1 Phase 1: Research & Planning 
Due to the intended use and informative nature of the proposed CHAT application, thorough 
preliminary research and planning of the project is critical to meet project objectives. The high-level 
system design of the CHAT is the result of years of industry experience and has been architected in 
a way that is believed to best assist users with HA management and design. Accordingly, the HA 
data and implications provided by the tool must be in accordance with the relevant HA standards, 
regulations and requirements. Prior to the low-level design of the CHAT tool, particularly the design 
and construction/commissioning aspects, it is of utmost importance that individuals working on the 
project have an exceptional understanding of HA, EEHA and all standards, regulations and 
requirements surrounding HA. 
To ensure that the HA data and implications are correctly managed within the CHAT application, 
extensive research into HA needs to be conducted by all individuals involved. Research will take 
place during phase 1 of the project, prior to the implementation of the first low-level technical 
deliverables and API design.  
It is expected during phase 1 that individuals will have read and understood, at a minimum, the 
following documents: 
 Extend Training Hazardous Area Classification and Design Gas Atmospheres Course 
Notes; [11] 
 Inlec Training Hazardous Area Training Course Notes; [1] 
 Relevant codes, standards, requirements and regulations; and 
 Relevant Clough Documentation. 
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4.1.2 Phase 2: Design & Development 
Phase 2 of the project involves the design and development of the application on the chosen 
software. This phase will be tackled with a structured, modular approach that will see individuals 
assigned a distinct deliverable to work on. Separating the workload in this fashion will allow 
individuals to focus on their assigned deliverable and help facilitate the testing and review in later 
phases. For project objectives to be met, it is essential that individuals understand exactly what is 
required from their assigned deliverable. Clear communication between all parties throughout this 
phase will be key for the successful development of the application. Meetings will be held on a 
fortnightly basis to enable and encourage communications during phase 2.  
4.1.3 Phase 3: Test & Review 
Phase 3 involves the testing and review of the developed application and is critical to achieving the 
project objectives. The purpose of this phase it to find application bugs, errors, faults and to ensure 
overall quality of the application. Like Phase 2, testing and review of CHAT will be tackled in a 
structured and modular approach. It is expected that each component or technical deliverable will 
be tested in isolation of other technical deliverables, except for the applications database due to 
dependency matters.  
Initial debugging and testing of each technical deliverable will be the responsibility of the individual 
developer. Each developer should develop and conduct thorough test plans for their developed API 
to inspect and verify that the low-level design, internal logic and structure of the code is adequate. 
Once the developer is confident that their API meets requirements, it will be further tested by at least 
one other Project Team member. When each individual component has been adequately tested, the 
APIs shall be integrated together and further tested for high-level design functionality.  
Once the application has been thoroughly tested by the developers and Project Team, it will then 
under-go scrutiny via User Acceptance Testing (UAT). Each member of the projects Advisory Team 
will carry out an array of software testing to ensure that the application meets specified deliverables 
and does not interfere with existing Clough systems. 
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When the application is thought to be finalised, it is intended to be implemented on-site for a trial 
run. During the trial run the application will be run simultaneously with existing HA management 
process’s (e.g. paper copy ITRs) to ensure that if issues do arise, the effects are negligible.  
Any bugs, errors or faults that do arise during Phase 3 shall be compiled into a punch-list and rectified 
when best suited. 
4.1.4 Phase 4: Project Close-out 
Phase 4 is concerned with appropriate close-out of the project. Upon project completion all files and 
documentation will be handed over to Clough. Required documentation includes a user guide or 
manual, a Lessons Learnt Report and Project Close-out Report. These documents will be the overall 
responsibility of the project manager, however will receive input from all members of the Project 
Team and Advisory Team. 
4.2 Scheduling 
It is worthwhile noting that achieving project deliverables and developing the applications overall 
functionality is reliant on the database to first be developed. The database forms part of the projects 
critical path and must first be developed for further project design and development to transpire. As 
a result, the first three project phases will differ between the database and API deliverables. Phase 
4 Project Close-out will remain the same for all project deliverables. 
The estimated key dates indicated in table 40 below are correct at the date of issue of this document.  
Table 40: Estimated Schedule Dates 





Project Commencement 01/Jul/2018 - 
Phase 1 – CHAT Database – Research & Planning 01/Jul/2018 15/Oct/2018 
Phase 2 – CHAT Database – Design & Development 01/Sep/2018 01/Mar/2019 
Phase 3 – CHAT Database – Test & Review 11/Feb/2019 01/Mar/2019 
Phase 1 – API – Research & Planning 11/Feb/2019 01/Mar/2019 
Phase 2 – API – Design & Development 04/Mar/2019 29/Nov/2019 
Phase 3 – API – Test & Review 13/Sep/2019 29/Nov/2019 
Phase 4 – Project Close-out  31/Aug/2019 29/Nov/2019 
Target Project Completion - 29/Nov/2019 
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5 Discussion 
Unfortunately, the development of the CHAT database was not able to go ahead as planned. 
However, the project has only been delayed until internal approval from the Clough Executive 
Committee (ExCom) is provided. Approval of the project is required due to the unexpected costs that 
are required for development to take place. 
The following sections will discuss in further details the cause of proposed costs, delays and approval 
of CHAT project and future works. 
5.1 Project Costs & Budgeting  
When initially planning the design and development of CHAT various meetings took place between 
the required disciplines within Clough. Ideally, university students volunteering their time to develop 
the project would get most of the grunt work done. This would significantly reduce costs, while 
engaging the community. However, the students would still require assistance from other parties 
within the company to adequately design and develop the proposed application. Additional extra 
costs that were taken into consideration included AWS product fees, two intrinsically safe tablets 
required for use in HA and the necessary manhours needed to establish contracts, workstations and 
playpens within existing Clough systems. Table 46 in Appendix 8.5 displays the estimated total 
manhours required from each discipline per month, additional extras costs and calculates the 
estimated total project cost for development. It is noticeable that during the first half of development 
that the monthly hours are fairly high in comparison to the second half. This is due to the substantial 
initial input required from all disciplines to get the project started. As development continues projects 
controls, document controls, design and contracts are no longer needed. In total, the estimated cost 
sits at $126,100, however adding a 15% buffer brings this to a total of $145,015. Accordingly, the 
project could not be covered in Clough’s overheads budget and would have to be internally funded 




Clough Hazardous Area Tool  
 47 of 65 
 
5.2 Delays & Approval 
The necessary steps of getting a project funded internally within Clough are to first pitch the idea to 
the Clough Innovation Team. Hence, Joseph Buckley lead an hour-long presentation alongside 
Hamed Sharafizad on the 27th of Aug 2018 to the Innovation Team. The presentation covered HA 
principles, existing information management processes, CHAT scope of work and CHAT benefits 
providing the Innovation Team with a clear understanding of the CHAT project. The feedback was 
overwhelmingly positive and future development ideas were thrown into the mix. The overall 
consensus was that the application has great potential for the company, however budgeting and 
development need to be further researched and approval would be necessary from the Clough 
ExCom due to required funds and the proposed impact the application would have within the 
company.  
The next ExCom meeting was scheduled for the 20th of September 2018, meanwhile the 
development of the CHAT application was intended to commence on the 1St of September 2018. 
The ExCom meeting was then pushed back an additional 14 days to the 4th of October 2018, due to 
members of the ExCom being overseas for business purposes. By this point in time, development 
had already been delayed by over a month. 
Come October 4th, Joseph Buckley and Hamed Sharafizad presented to the ExCom with a similar 
presentation that was first shown to the Clough Innovation Team. Again, the overall consensus was 
very positive, although development needed to be further explored. During the presentation it was 
proposed that Booth Welsh, a Clough subsidiary who have inhouse software developers, could 
potentially handle the CHAT development instead of university students. The final agreement after 
the meeting was to communicate with Booth Welsh and determine a new potential development plan 
before again presenting to the ExCom. 
On October 24th Joseph Buckley presented the CHAT project for a 3rd time over a skype call to the 
Booth Welsh ExCom whom were located in Glasgow, Scotland. The focus this time was to simply 
introduce to the CHAT project and discuss the proposed development strategy. The agreed 
concluding actions were that Booth Welsh ExCom would discuss the projects potential with senior 
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developers within the company and ultimately determine what input they could have. It is expected 
that the Booth Welsh will respond in the first week of December. 
Although substantial progress has been made in seeking approval, it has been a long-winded 
process and unfortunately, development has not been able to start whatsoever.  Once Booth Welsh 
respond to Clough, the Project Team will present to the Clough ExCom for a second time and 
hopefully project approval and funding will be granted. 
5.3 Future Works 
If approval and funding is granted, Joseph Buckley will begin the development of the CHAT database 
with the use of the data models provided in Sections 3.1, 3.2 and 3.3. As already mentioned, the 
database will be developed and operate on the AWS cloud platform utilizing both AWS RDS and 
AWS Lambda. Following development of the database, Joseph Buckley will then manage and assist 
students in completing the low-level design and development of the required APIs during 2019 before 
testing is commenced. It is hopeful that the entire project will have been completed and ready to 
implement on Clough construction sites by the 29th of November 2019.  
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6 Conclusion 
HA within the oil and gas industry represent an area in which there is the possibility for an explosive 
atmosphere to exist. As a result, EEHA incorporating various explosion protection techniques are 
used to eliminate the risk of fire and explosion. HA and EEHA are heavily regulated with various 
Australian/New Zealand Standards to ensure that minimum requirements are met. The processes of 
managing HA, EEHA and the accompanying documentation involved, create time-consuming, 
tedious tasks that can prove laborious for any engineer. 
The intention to automate parts of the HA information management process provides an opportunity 
to increase efficiency and reduce human error, ultimately saving both, time and money. The CHAT 
project proposes to do so with the use of a HA information database and the necessary APIs.  
Due to the intended nature of the application to store and process data, the database will be 
constructed as a relational database containing 32 tables in total. The various tables contain general 
HA information such as relevant standards and responsibilities, as well as site specific information 
such as specific HA zones and equipment. In an effort to minimise anomalies, the database data 
instances have been normalized as seen in provided example tables. To reduce operational costs 
and reduce required maintenance needs, the database and associated APIs will operate on the AWS 
cloud services platform with the use of AWS RDS and AWS Lambda. 
The development of the CHAT application was proposed to commence on the 1St of September 2018 
with the assistance of UWA students whom are also undertaking their final year thesis project. Each 
student would be allocated an API to develop with the assistance of an Advisory Team comprised of 
SMEs from various disciplines within Clough. However, with development estimated to cost around 
$145,015, the project requires approval from the Clough ExCom to receive the appropriate funding. 
Accordingly, several presentations and meetings have been held internally to discuss the matter with 
ExCom members from both Clough and Clough subsidiaries. The CHAT team are hopeful that 
approval will be granted mid-December in time for development to commence in the first quarter 
2019. 
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8 Appendix 
8.1 Flow Chart 
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8.3 Full List of Explosion Protection Techniques 
Table 41: Full List of Explosion Protection Techniques [11] 
EPL Protection Technique Equipment Marking 
Ga 
Intrinsically Safe Ex ia 
Encapsulation Ex ma 
Special Protection Ex s Zone 0 
Gb 
Flameproof Enclosures Ex d 
Increased Safety Ex e 
Intrinsically Safe Ex ib 
Encapsulation Ex m / Ex mb 




Powder Filling Ex q 
Special Protection Ex s Zone 1 
Gc 
Intrinsically Safe Ex ic 




Restricted Breathing Ex nR 
Energy Limitation Ex nL 





Special Protection Ex s Zone 2 
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8.4 Full Ingress Protection Tables 
The following figures and tables demonstrate how the IP ratings work. Note for the 2nd characteristic 
numerals in table 43, each level of protection does not assume it is protected against the levels or 
numerals beneath it. Tables and figures have been adapted from AS60529-2004(R2018) [43]. 
 
Figure 11: IP Code using optional letters layout [43] 
 
Table 42: First characteristic numerals and their associated degree of protection [43] 
First Characteristic Numeral Degree of Protection 
0 Non-Protected 
1 
Protected against solid foreign objects of 
50mm Ø and greater 
2 
Protected against solid foreign objects of 
12.5mm Ø and greater 
3 
Protected against solid foreign objects of 
2.5mm Ø and greater 
4 
Protected against solid foreign objects of 1mm 
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Table 43: Second characteristic numerals and their associated degree of protection [43] 
Second Characteristic Numeral Degree of Protection 
0 Non-Protected 
1 
Vertically falling drops shall have no harmful 
effects 
2 
Vertically falling drops shall have no harmful 
effects when the enclosure is tilted at any 
angle up to 15° on either side of the vertical 
3 
Water sprayed at an angle up to 60° on either 
side of the vertical shall have no harmful 
effects 
4 
Water splashed against the enclosure from any 
direction shall have no harmful effects 
5 
Water projected in jets against the enclosure 
from any direction shall have no harmful 
effects 
6 
Water projected in powerful jets against the 
enclosure from any direction shall have no 
harmful effects 
7 
Ingress of water in quantities causing harmful 
effects shall not be possible when the 
enclosure is temporarily immersed in water 
under standardized conditions in pressure and 
time 
8 
Ingress of water in quantities causing harmful 
effects shall not be possible when the 
enclosure is continuously immersed in water 
under conditions which shall be agreed 
between manufacturer and user, but which are 
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Table 44: First additional letter and their associated degree of protection [43] 
First Additional Letter Degree of Protection 
A 
The access probe, sphere of 50mm Ø, shall 
have adequate clearance from hazardous 
parts 
B 
The joined test finger of 12mm Ø, 80mm 
length, shall have adequate clearance from 
hazardous parts 
C 
The access probe of 2.5mm Ø, 100mm length, 
shall have adequate clearance from hazardous 
parts 
D 
The access probe of 1.0mm Ø, 100mm length, 
shall have adequate clearance from hazardous 
parts 
 
Table 45: Second additional letter and their associated degree of protection [43] 
2nd Additional Letter Significance 
H High-Voltage apparatus 
M 
Tested for harmful effects due to the ingress of 
water when the movable parts of the 
equipment are in motion 
S 
Test for harmful effects due to the ingress of 
water when the movable parts of the 
equipment are stationary 
W 
Suitable for use under specified weather 
conditions and provided with additional 
protective features or processes 
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8.5 CHAT Project Budgeting Tool 
 
